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Complete this checklist before any new AI tool is added to the sanctioned tools list. Retain the completed document as part of the organisation's AI governance evidence base. One checklist per tool.
□  Tick each box when confirmed.  ⚠  Amber flags require documented justification before approval.  ⛔  Red flags are blockers that must be resolved or accepted at senior level.
	A  Request details



	Tool name
	



	Supplier / provider
	



	Requested by (name and role)
	



	Date of request
	



	Intended use case
	




	Business function / team
	



	B  Data exposure


What data will reach this tool in normal use?
		□
	Publicly available information only
	No restrictions apply



	□
	Internal / non-sensitive operational data
	Check tool is approved for internal data category



	□
	Commercially sensitive information
	Requires AI Policy Owner approval before submission



		□
	Personal data (names, contact details, staff records)
	⚠  Review required



	□
	Client or customer personal data
	⚠  Review required



	□
	Regulated or legally privileged data
	⚠  Review required






	Describe data in plain terms
	





	C  Supplier terms review


Review the supplier's privacy policy and data handling terms before completing this section. Do not rely on sales materials or verbal assurances.
	Does the supplier retain prompts or inputs submitted to the tool?
	□  Yes
	□  No
	□  N/A
	Retention creates risk - check for opt-out. Flag if retention is default-on.



	Are submitted prompts or content used to train or improve the supplier's models?
	□  Yes
	□  No
	□  N/A
	Training data usage is a blocker for sensitive or personal data without explicit consent.



	Is data processed outside the UK or EEA?
	□  Yes
	□  No
	□  N/A
	International transfers require appropriate safeguards under UK GDPR.



	Is a data processing agreement (DPA) available from the supplier?
	□  Yes
	□  No
	□  N/A
	Required before any personal data is submitted. Absence is a blocker.



	Has the DPA been reviewed and confirmed as adequate?
	□  Yes
	□  No
	□  N/A
	Must cover purpose limitation, retention, sub-processors, and security obligations.



	Does the supplier have recognised security certifications (ISO 27001, SOC 2, or equivalent)?
	□  Yes
	□  No
	□  N/A
	Not mandatory but relevant to risk assessment, particularly for sensitive data.



	Have the supplier's sub-processors been identified and assessed?
	□  Yes
	□  No
	□  N/A
	Sub-processors handling personal data are subject to the same obligations as the primary supplier.



	Key terms / concerns noted
	






	D  Tool capability and access


Understand what the tool can do and what it can access beyond what users intentionally provide.
	□
	Tool is browser-based (no installation required)
	Note: browser tools may still access clipboard or browser history depending on permissions



	□
	Tool requires a browser extension
	⚠  Review required



	□
	Tool integrates with existing organisational systems via API
	Review API scope. Confirm data flowing through integration is within approved categories.



	□
	Tool has agentic capabilities (can take actions, send emails, query systems)
	⚠  Review required



	□
	Tool accesses or indexes organisational files or documents
	⚠  Review required



	□
	Tool outputs are used in customer-facing or regulated processes
	⚠  Review required



	□
	Tool is free to use (consumer tier)
	Consumer-tier tools typically have less protective data handling terms. Check carefully before approving for anything beyond public data.



	□
	Tool is an enterprise / commercial tier with agreed terms
	Confirm enterprise terms are in place. Do not assume enterprise = safe for all data categories.



	E  Organisational controls


Confirm what controls will be in place if this tool is approved.
	□
	Staff who will use this tool have completed AI awareness training
	Training completion records should be held by HR or the IT function.



	□
	Approved data categories for this tool will be documented on the sanctioned tools list
	Data category restrictions must be communicated to users at the point of approval.



	□
	Human review requirement for outputs has been documented and communicated
	Required where tool outputs inform decisions or are used in external communications.



	□
	Usage will be subject to existing IT monitoring and logging
	If this tool falls outside current monitoring capability, note this as a gap.



	□
	A review date has been set for this approval
	Approvals should be reviewed at least annually, or when supplier terms change.



	Conditions of approval / restrictions
	





	F  Risk summary and decision


Summarise the key risks identified and record the approval decision.
	Key risks identified
	






	Mitigations in place or required
	





	Residual risk level (Low / Medium / High)
	



	□  APPROVED
Tool may be added to the sanctioned list with conditions noted below.
	□  FURTHER REVIEW REQUIRED
Additional information or supplier engagement needed before a decision can be made.
	□  NOT APPROVED
Tool does not meet requirements. Reasons must be documented and communicated to the requester.



	Conditions or restrictions applied
	





	Review date
	



	G  Sign-off



	Assessed by
	Approved by (AI Policy Owner)

	Name:  
Role:  
Date:  
Signature:  
	Name:  
Role:  
Date:  
Signature:  



	Retention and related documents
Completed checklists must be retained and stored alongside the sanctioned tools list. They are evidence that due diligence was conducted before tool adoption. In the event of a data incident or regulatory enquiry, these records demonstrate that the organisation's approval process was followed.
This checklist should be read alongside the AI Acceptable Use Policy, AI Supplier Review Criteria, and the AI Governance Framework. For a tailored AI governance programme, visit blackchili.co.uk.
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