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	AI Incident Response  Quick Guide
Something has gone wrong involving an AI tool - data exposed, a supplier breach, an unexpected AI output in a live system, or a staff member using an unsanctioned tool with sensitive data. Use this guide to respond systematically. Speed matters. So does doing it in the right order.

	PHASE 1  Immediate response
First 30 minutes - stop the bleeding, get the right people in the room

	1  Stop and contain
•  Disconnect or suspend access to the AI tool involved if still active.
•  If data is still flowing to an unsanctioned system - stop it now.
•  Do not delete logs, chat histories, or evidence.
⚠  Do not try to fix anything yet. Contain first, investigate after.
	2  Notify the incident lead
•  Contact your AI Policy Owner or incident lead immediately.
•  A single point of coordination prevents conflicting actions.
•  If no AI incident lead exists, this defaults to your senior security or IT contact.
⚠  Do not notify clients or regulators yet - facts first.
	3  Start the incident log
•  Open a new document now. Record:
Time and date incident was discovered.
Who discovered it and how.
Initial description of what happened.
Actions taken from this point forward.
•  Every decision and action gets timestamped in the log.
	⛔  DO NOT
•  Attempt to investigate and fix simultaneously.
•  Make verbal-only decisions - write everything down.
•  Share details on open channels (Slack, email threads).
•  Assume the worst or the best - establish facts first.
•  Contact the AI supplier until you know what happened.
•  Tell clients, regulators, or the press anything yet.

	PHASE 2  Establish the facts
Hours 1-4 - understand what actually happened before you decide what to do about it

	4  Understand the scope
•  What AI tool or system was involved?
•  What data was exposed, submitted, or processed incorrectly?
•  What categories does that data fall into - personal, commercial, regulated?
•  How many individuals or records are affected?
•  Is this still happening, or is it contained?
	5  Identify the cause
•  Was this an unsanctioned tool used by staff?
•  A supplier-side breach or term change?
•  A misconfiguration in an approved AI system?
•  A prompt injection or AI output that caused harm?
•  An integration or API issue passing data incorrectly?
•  The cause affects every decision that follows.
	6  Preserve evidence
•  Screenshot or export logs from the AI tool if accessible.
•  Preserve any relevant emails, approval records, or supplier communications.
•  Note which accounts, devices, or API keys were involved.
•  Do not reset passwords or revoke credentials yet - coordinate with IT first.

	⏰  72-hour ICO clock
If personal data was involved and the breach meets the reporting threshold under UK GDPR, the ICO must be notified within 72 hours of the organisation becoming aware. The clock started when you first became aware - not when the investigation is complete.  Do not wait for the full picture before seeking legal advice on notification.

		Key contacts
Populate this section before you need it.
Keep a printed copy accessible.
	Role
	Name
	Contact

	
	Incident lead / AI Policy Owner
	[NAME]
	[PHONE / EMAIL]

	
	IT / Security lead
	[NAME]
	[PHONE / EMAIL]

	
	Legal / Data Protection Officer
	[NAME]
	[PHONE / EMAIL]

	
	Senior leadership / CEO
	[NAME]
	[PHONE / EMAIL]





[image: ]
     blackchili	                                            AI Incident Response Quick Guide  ·  What to do in the first 24 hours	blackchili.co.uk

This guide is a starting point, not legal advice. Get specialist support early - particularly where personal data or regulatory obligations are involved.  blackchili.co.uk/contact
	PHASE 3  Assess legal and regulatory exposure
Hours 4-24 - decisions with consequences, taken carefully

	7  Assess notification obligations
ICO (personal data breach):  Reportable if likely to result in risk to individuals. 72-hour window from awareness. Legal advice now if personal data was involved.
Sector regulator:  FCA, CQC, SRA, and others have their own notification requirements. Check with compliance or legal.
Contractual obligations:  Review client and supplier contracts - many require notification of data incidents within defined timeframes.
Data subjects:  Required where breach is likely to result in high risk to individuals. Legal decision, not a communications one.
	8  Engage the AI supplier
•  Contact the supplier of the AI tool involved once facts are established.
•  Request confirmation of what data they hold, what happened, and what their obligations are under your DPA.
•  If no DPA is in place, note this - it is a governance failure that will be relevant to any regulatory conversation.
•  Get everything in writing from the supplier from this point forward.
⚠  Do not accept verbal assurances from suppliers about data handling.
	9  Manage internal communications
•  Limit knowledge of the incident to those who need it to respond.
•  Agree a single spokesperson for any external enquiries.
•  Brief senior leadership with facts only - avoid speculation about cause or liability.
•  Do not use the incident's own AI tools to draft incident communications.
⚠  Premature or poorly managed internal comms creates a second incident.
	10  Document decisions
•  Every significant decision made during the response should be logged with:
What was decided and why.
Who made the decision and on what basis.
What alternatives were considered.
Time and date of the decision.
•  Decision logs are evidence of reasonable governance. They matter to regulators, insurers, and any subsequent legal proceedings.

	PHASE 4  After 24 hours
Incident review and governance improvement - the work that prevents the next one

	11  Complete the incident report
•  A written incident report should cover:
Timeline from discovery to containment to resolution.
Root cause and contributing factors.
Data involved - categories, volume, individuals affected.
Actions taken and by whom.
Notifications made - regulatory, contractual, to individuals.
Immediate remediation steps completed.
	12  Identify governance failures
•  Most AI incidents expose pre-existing governance gaps. Ask:
Was the tool sanctioned? If not, why was it in use?
Were supplier data handling terms reviewed before adoption?
Was there an incident response process in place?
Could this have been detected earlier with better monitoring?
Were staff aware of their obligations under the AI AUP?

	13  Update governance
•  Based on the incident, update as needed:
Sanctioned tools list - add or remove tools.
AI Acceptable Use Policy - address gaps exposed.
Approval process - tighten where bypassed.
Supplier review criteria - if supplier was the issue.
Staff awareness - if human behaviour was a factor.
Monitoring capability - if the incident was detected late.

	Need specialist support?
AI incidents escalate quickly when the governance picture is unclear. Black Chili's AI Incident Review service provides independent post-incident assessment - what happened, what the governance failures were, what changes to make, and how to demonstrate to external parties that you responded appropriately.
We can also help build the governance framework that prevents the next one.
blackchili.co.uk/contact
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